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downgrading instructions on the classi-
fied materials.

(e) National security means the na-
tional defense or foreign relations of
the United States.

(f) Foreign government information
means either information provided to
the United States by a foreign govern-
ment or governments, an international
organization of governments, or any
element thereof with the expectation,
expressed or implied, that the informa-
tion, the source of the information, or
both, are to be held in confidence; or
information produced by the United
States pursuant to or as a result of a
joint arrangement with a foreign gov-
ernment or governments, an inter-
national organization of governments,
or any element thereof, requiring that
the information, the arrangement, or
both, are to be held in confidence.

§ 503.52 Senior agency official.

The Chairman of the Commission
shall designate a senior agency official
to be the Security Officer for the Com-
mission who shall be responsible for di-
recting and administering the Commis-
sion’s information security program,
which includes an active oversight and
security education program to ensure
effective implementation of Executive
Order 12356.

§ 503.53 Oversight Committee.

An Oversight Committee is estab-
lished, under the chairmanship of the
Security Officer with the following re-
sponsibilities:

(a) Establish a Commission security
education program to familiarize all
personnel who have or may have access
to classified information with the pro-
visions of Executive Order 12356, and
Information Security Oversight Office
Directive No. 1. The program shall in-
clude initial, refresher, and termi-
nation briefings;

(b) Establish controls to ensure that
classified information is used, proc-
essed, stored, reproduced, and trans-
mitted only under conditions that will
provide adequate protection and pre-
vent access by unauthorized persons;

(c) Act on all suggestions and com-
plaints concerning the Commission’s
information security program;

(d) Recommend appropriate adminis-
trative action to correct abuse or vio-
lations of any provision of Executive
Order 12356; and

(e) Consider and decide other ques-
tions concerning classification and de-
classification that may be brought be-
fore it.

§ 503.54 Original classification.

(a) No Commission Member or em-
ployee has the authority to classify
any Commission originated informa-
tion.

(b) If a Commission Member or em-
ployee develops information that ap-
pears to require classification, or re-
ceives any foreign government infor-
mation as defined in § 503.51(f), the
Member or employee shall immediately
notify the Security Officer and appro-
priately protect the information.

(c) If the Security Officer believes
the information warrants classifica-
tion, it shall be sent to the appropriate
agency with original classification au-
thority over the subject matter, or to
the Information Security Oversight Of-
fice, for review and a classification de-
termination.

(d) If there is reasonable doubt about
the need to classify information, it
shall be safeguarded as if it were classi-
fied pending a determination by an
original classification authority. If
there is reasonable doubt about the ap-
propriate level of classification, it
shall be safeguarded at the higher level
of classification pending a determina-
tion by an original classification au-
thority.

§ 503.55 Derivative classification.

(a) Any document that includes para-
phrases, restatements, or summaries
of, or incorporates in new form, infor-
mation that is already classified, shall
be assigned the same level of classifica-
tion as the sources, unless consultation
with originators or instructions con-
tained in authorized classification
guides indicate that no classification,
or a lower classification than origi-
nally assigned, should be used.

(b) Persons who apply derivative
classification markings shall:

(1) Observe and respect original clas-
sification decisions, and
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